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TILAK MAHARASHTRA VIDYAPEETH, PUNE 
BACHELOR OF COMPUTER APPLICATIONS (B.C.A.)   

EXAMINATION : APRIL – MAY 2015 

FIFTH SEMESTER 
Sub : Cyber Security Level – II ( BCA-528)  

Date  : 22/05/2015 Total Marks :  80 Time: 10.00 am to 1.00 pm 

 Instructions: 

1. All questions are compulsory unless and otherwise stated. 

2. Bold figures to the right of every question are the maximum marks for that question. 

3. Candidates are advised to attempt questions in order. 

4. Answers written illegibly are likely to be marked zero. 

5. Use of scientific calculators, Log tables, Mollier Charts is allowed. 

6. Draw neat and labelled diagrams wherever necessary. 

 

Q.1. A) Fill in the blanks. (Solve any 5) (5) 

 1. "Computer Resource" means computer, computer system, computer network, data, 

computer data base or ________. 
 

 2. A computer ________ is a self-replicating computer program that uses a network to 

send copies of it to other nodes and it may do so without any user intervention. 
 

 3. The ________ is the central component of most computer operating systems (OS).  

 4. ________ script is just like batch file is MS-DOS but have more power than the MS-

DOS batch file. 
 

 5. ________ is a well-known Web application vulnerability that occurs when a Web 

page displays user input — via JavaScript — that isn’t properly validated. 
 

 6. ________ attack is a trick by which the criminal deducts small sums from accounts of 

various victims in a way that it doesn’t get detected. 
 

 7. ________  acts as a single shared password between access points and clients.  

   

       B)  State True/False. (Solve any 5)  (5) 

 1. "Subscriber" means a person in whose name the Digital Signature Certificate is issued  

 2. Exploits attack specific security vulnerabilities.  

 3. "On a UNIX system, everything is a file; if something is not a file, it is a process"  

 4. Shell Script is series of command written in plain text file.  

 5. "Layering" refers to the physical disposal of bulk cash proceeds derived from illegal 

activity. 
 

 6. In Mugging an ATM machine is physically attacked with the intention of removing 

the cash content. 
 

 7. A penetration test is a method of evaluating the security of a computer system or 

network by simulating an attack. 
 

   

C)  Answer the following.  (Solve any 5) (10) 

 1. Define the following terms; a) Computer    b) Computer Network.  

 2. Define the following terms; a) Private Key   b) Public Key.  

 3. Define the following terms; a) URL Injector    b) Adware.  

 4. Explain the following command with suitable example. a) Creating a User Account  

 5. Explain the following ATM Frauds; a) Card Skimming   b) Shoulder Surfing  

 6. Define the following term; a) Trojan    b) Spyware  

 7. Define the following term; a) Exploits   b) Key loggers.  

   

Q. 2. Answer the following in details.  (Solve any 6) (30) 

 1. List out the critical elements to consider for an effective physical defense plan.  

 2. Define the term "VIRUS". Explain the behavior of System Sector Virus & Partition 

Sector Virus. 
 

 3. Explain the following command with suitable example. a) Changing a User's Name   

b) Changing a User Account Password 
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 4. Explain the features of NMAP.  

 5. Explain the importance of Firewall & Types of Firewall.   

 6. What is Money Laundering? Explain the stages involved in Money Laundering.  

 7. Explain any three Cheque Security Features.  

 8. Explain the stages involved in Penetration Testing.  

   

Q. 3. Answer the following in details. (30) 

 1. Explain in detail working of LINUX Operating System.  

 2. Explain five common web application vulnerabilities.  

 3. Explain any five Bank & Banking related frauds.  
__________________________ 


